


Get-WindowsFeature -Name NPAS

Install-WindowsFeature NPAS –IncludeManagementTools
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netsh ras add registeredserver
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New-NpsRadiusClient –Address "192.168.31.1" –Name "cisco2960" –SharedSecret "Zb+kp^JUy]v\ePb-h.Q*
d=weya2AY?hn+npRRp[/J7d"
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Get-NetFirewallRule -DisplayGroup "Network Policy Server"
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shell: priv-lvl = 15
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Import-NpsConfiguration -Path c:\ps\backup_nps.xml

Export-NpsConfiguration -Path c:\ps\backup_nps.xml
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Get-ADUser richard.doe -Properties msNPAllowDialin -Server dc1.theitbros.com

Set-ADUser richard.doe -Clear msNPAllowDialin -Server dc1.theitbros.com

Get-ADUser -SearchBase "ou=Users,ou=Paris,dc=theitbros,dc=com" -LDAPFilter "(msNPAllowDialin=*)" 
| % {Set-ADUser $_ -Clear msNPAllowDialin}
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configure terminal

crypto key generate rsa modulus 1024

ip ssh version 2

username cisco_local password $UPerrP@ssw0rd

line vty 5 15

transport input ssh

aaa new-model

aaa authentication login default group radius local

aaa authorization exec default group radius if-authenticated

radius-server host 192.168.1.16 key Sfs34e#sf

#Specify your RADIUS server IP address and key for encryption (the shared secret that we specifie
d on the RADIUS server)
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service password-encryption

# Enable password encryption

aaa group server radius radius_srv_group

server 192.168.1.16

server 192.168.101.16
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auditpol /get /subcategory:"Network Policy Server"

auditpol /set /subcategory:"Network Policy Server" /success:enable /failure:enable
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$Query = @"
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<QueryList>

<Query Id="0" Path="Security">

<Select Path="Security">

*[EventData[Data[@Name='SubjectUserName'] and (Data=theitbros\richard.doe')]] and

*[System[(EventID='6272')]]

</Select>

</Query>

</QueryList>

"@

$events = Get-WinEvent -FilterXML $Query

$ipaddr = @{ label="IP"; Expression={$_.properties[9].value} }

$events | select $ipaddr | group "IP" | format-table Count, Name -autosize
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